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Competitive Exams Major Definitions and Explanations
What is Malware? Malware, short for malicious software, is a software designed to harm or
secretly access a computer system without the owner's informed consent. The expression is a
general term used by computer professionals to mean a variety of forms of hostile, intrusive,
or annoying software or program code
What are different type of malware? Malware includes computer viruses, worms, trojan
horses, spyware, dishonest adware, scareware, crimeware, most rootkits, and other malicious
and unwanted software or program.
What are the features of malware? Software is considered to be malware based on the
perceived intent of the creator rather than any particular features.
What is Rootkit? A rootkit is software that enables continued privileged access to a computer
while actively hiding its presence from administrators by subverting standard operating
system functionality or other applications. The term rootkit is a concatenation of “root” (the
traditional name of the privileged account on Unix operating systems) and the word “kit”
(which refers to the software components that implement the tool). The term “rootkit” has
negative connotations through its association with malware.
What is Virus? A virus is a small piece of software that piggybacks on real programs. For
example, a virus might attach itself to a program such as a spreadsheet program. Each time
the spreadsheet program runs, the virus runs, too, and it has the chance to reproduce (by
attaching to other programs) or wreak havoc.
What is E-mail virus? An e-mail virus travels as an attachment to e-mail messages, and
usually replicates itself by automatically mailing itself to dozens of people in the victim's email address book. Some e-mail viruses don't even require a double-click--they launch when
you view the infected message in the preview pane of your e-mail software.
What is Trojan horse? A Trojan horse, or Trojan, is software that appears to perform a
desirable function for the user prior to run or install, but (perhaps in addition to the expected
function) steals information or harms the system. The term is derived from the Trojan Horse
story in Greek mythology.
What is Spyware? Spyware is a type of malware that can be installed on computers, and
which collects small pieces of information about users without their knowledge. The presence
of spyware is typically hidden from the user, and can be difficult to detect.
What is the difference between Spyware and Trojan horse? Trojan horse has the ability to
take over the system operation, while access to important files are blocked. IT also has
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the characteristics of a spyware by monitoring every keystroke and collecting secret
information of the affected person.
What is Adware? Adware, or advertising-supported software, is any software package which
automatically plays, displays, or downloads advertisements to a computer. These
advertisements can be in the form of a pop-up. The object of the Adware is to generate
revenue for its author. Adware, by itself, is harmless; however, some adware may come with
integrated spyware such as keyloggers and other privacy-invasive software.
What is Crimeware? Crimeware is a class of malware designed specifically to automate
cybercrime.
What is cybercrime? cybercrime, refers to any crime that involves a computer and a network.
The computer may have been used in the commission of a crime, or it may be the target.
Netcrime refers, more precisely, to criminal exploitation of the Internet.
What is computer worm? A computer worm is a self-replicating malware computer program,
which uses a computer network to send copies of itself to other nodes (computers on the
network) and it may do so without any user intervention. This is due to security
shortcomings on the target computer.
What is the difference between worm and Virus? Unlike a computer virus, it does not need to
attach itself to an existing program. Worms almost always cause at least some harm to the
network, even if only by consuming bandwidth, whereas viruses almost always corrupt or
modify files on a targeted computer.
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